
Chattel Interference Damage
Restatements 
(Common law)

intentional use or physical contact • dispossess
• impair condition/quality/value
• lost use for substantial time period
• bodily harm or harm to legally protected interest

18 USC 1030
(a)(5)(A)(i)

knowingly transmit 
program/info/code/command

intentionally impair integrity/availability of data, program, system 
or information without authorization which causes 
• loss of $5k/yr (includes remediation costs and costs/lost 
revenues from service interruption)
• [medical harm] or physical injury
• threat to public health/safety
• damage to government computer
• damage to 10+ computers/yr

18 USC 1030
(a)(5)(A)(ii) and 
(iii)

intentional access without 
authorization

[recklessly] impair integrity/availability of data, program, system 
or information which causes
• loss of $5k/yr (includes remediation costs and costs/lost 
revenues from service interruption)
• [medical harm] or physical injury
• threat to public health/safety
• damage to government computer
• damage to 10+ computers/yr

CA Penal 
502(c)

Knowingly without permission
(2) access and take/copy/use data 
from computer system/network
(3) use computer services
(7) access computer 
system/network

any damage or loss (including verification expenses)


