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1. SESSIONS. The course meets 9:00-10:15 am on Mondays and Wednesdays between
August 21 and November 29 except September 4 (Labor Day), October 2 (Yom Kippur) and
October 9 (Academic Recess).

We will have two special guest speakers on November 6 (Cindy Cohn of EFF) and November 27
(Jay Monahan of eBay). Please make every effort to attend these days. Also, Cindy and Nicole
Ozer (ACLU) will be speaking at noon November 6 on “Social Justice and Cyber Liberties”
(Bannan 135).

2. GRADING. The final exam will be 100% of the course grade and is tentatively scheduled
for December 4 at 8:30 am. | strongly encourage you to review my past exams to understand my
exam style. You can find past exams and sample answers at my website (note that the law may
have changed in the interim).

3. READER. The course reader is the only required reading (except for any materials |
distribute during the semester).

4. OFFICE HouRs. | can schedule a time to speak with you at your convenience. Please
email me to make an appointment. 1’m also happy to talk by email.

5. READINGS.
Introduction: What is Cyberspace? Who Regulates 1t?

ACLU v. Reno (CDA | District Ct. FaCts ONlY) .....ccoooieiiiiiiiiiiiiieieeese e Page 4
NOGN V. AOL (E.D. VA.) iiitiiiiiie ittt ettt sttt te e e s te et e e e ste e teaneesneene s 21

Optional: if you’d like to know more about the Internet’s technical operations, you might check
out the Animated Internet website.

Foundation: Jurisdiction

TOYS “R” US V. STEP TWO (B0 CI.) oottt sttt ettt 32


http://www.ericgoldman.org/
http://www.eff.org/about/staff/?f=cindy_cohn.html
http://www.ericgoldman.org/cyberlaw.html
http://www.pas.rochester.edu/%7Embanks/CDA/decision/facts.html
http://eric_goldman.tripod.com/caselaw/noahvaol.htm
http://www.learnthenet.com/english/animate/animate.htm
http://www.ca3.uscourts.gov/opinarch/013390.pdf

Foundation: Contracts

Specht v. Netscape Communications (20 Cir.) ...cocviieiieiieiinie e 46
Register.com v. Verio (2d Cir.) (except Trespass to Chattels Section) .........ccccccvveviviieiiiennnn 81

Foundation: Trespass/CFAA

L8 USC SL0B0 vttt b ettt b ek bt bbbt e e e bbb bbb ne e 102
Intel v. Hamidi (Cal. SUP. CL.) .ouiieiiiiii e et 108
Register.com v. Verio (Trespass to Chattels SECtion) ........ccccccevveeiiiieiieie e 100

Foundation: Copyright

Copyright OFfice CIrCUIAr L .......ooiiieece ettt sreenee s 149
Subtopic: File Sharing

L7 USC 850B(8) .vovevereeceeeeeeeeseeseees s ssees s sessess s ss et se st sssen s ss s s 156
BMG V. GONZAIEZ (T CF.) ettt e nne e 157
MGM Studios V. GroKSEEr (SUP. CL.) .eeiiiiieieiiesieee e e 162
Subtopic: Derivative Liability

17 USC 8512 (Copyright Safe Harbors) .........cccceveiiiiiiieiicceece e 186
(000 1 o] IV A N1 1T V. o] o TP RPR P TRRPRRN 195

Foundation: Trademarks and Domain Names

15 USC 881125 & 1129 (Infringement, Dilution and ACPA) .......cccoiiiirinrnnene e 226
15 USC 81114 (Trademark Safe Harbors).........cccooiiiiiiiiiiiciee e 232
Domain Name Dispute Resolution Policy and rules ..........ccceveieeiiiie e 235
Trademark FAQS ...oieieiieiiee ettt reeste e s e aseesbeentesreesteenteaneenreeneeereenres 254
Trademark/UDRP/ACPA HaNUOUL ........cooiiiiiiiieeiie et 258
Lamparello v. FAIWEIT (4th Cir.) oo s 260
Promatek v. Equitrac (7" Cir.) Original Order and ReVISION .........ocovveveveeeeeereeeeereseseeenene. 280
Lockheed Martin v. Network Solutions (9™ Cir.)......cc.ovvreeieeieeerissesseeesseeseess s sseessseenees 290

Foundation: Pornography

POrnograpny HaNUOUL .........cooiiiiiiiiicie bbbt 299
ReN0 V. ACLU (SUP. Ct. 1997) ..ottt st reente e 300
AShCroft V. ACLU (SUP. Ct. 2004) .....ooiiiiiiieiiesie ettt 326

Foundation: Defamation and Information Torts

47 USC 8230 (Immunization for Interactive COMPULEr SEIVICES) ......covevververierierieniiniesiseaneas 358
Zeran V. AMErica ONINE (A CIFL) covoveeeeoeeeeeeeeeeeeee oot eee et ee e eeen 361


http://www.steptoe.com/publications/220a.pdf
http://www.icann.org/registrars/register.com-verio/decision-23jan04.pdf
http://www4.law.cornell.edu/uscode/18/1030.html
http://news.findlaw.com/hdocs/docs/intel/intelhamidi63003opn.pdf
http://www.icann.org/registrars/register.com-verio/decision-23jan04.pdf
http://www.copyright.gov/circs/circ01.pdf
http://www.copyright.gov/title17/92chap5.html#506
http://www.ca7.uscourts.gov/fdocs/docs.fwx?submit=showbr&shofile=05-1314_019.pdf
http://a257.g.akamaitech.net/7/257/2422/27jun20051200/www.supremecourtus.gov/opinions/04pdf/04-480.pdf
http://www4.law.cornell.edu/uscode/17/512.html
http://www.steptoe.com/publications/PI8718.pdf
http://www4.law.cornell.edu/uscode/15/1125.html
http://www4.law.cornell.edu/uscode/15/1129.html
http://www4.law.cornell.edu/uscode/15/1114.html
http://www.icann.org/udrp/udrp-policy-24oct99.htm
http://www.icann.org/udrp/udrp-rules-24oct99.htm
http://www.uspto.gov/web/offices/tac/tmfaq.htm
http://www.ericgoldman.org/Courses/cyberlaw/tmhandout.htm
http://pacer.ca4.uscourts.gov/opinion.pdf/042011.P.pdf
http://www.ca7.uscourts.gov/fdocs/docs.fwx?submit=showbr&shofile=00-4276_014.pdf
http://www.ericgoldman.org/Courses/cyberlaw/promatekequitracamendment.htm
http://laws.lp.findlaw.com/9th/9756734.html
http://www.ericgoldman.org/Courses/cyberlaw/knowpornterms.htm
http://caselaw.findlaw.com/scripts/getcase.pl?court=US&vol=000&invol=96-511
http://a257.g.akamaitech.net/7/257/2422/29june20041115/www.supremecourtus.gov/opinions/03pdf/03-218.pdf
http://www4.law.cornell.edu/uscode/47/230.html
http://laws.lp.findlaw.com/4th/971523P.html

Foundation: Privacy

16 CFR Part 312 (Regulations Implementing COPPA) ......cccoooiiiriinie e 370
IN re. PRArMALrak (1% CIF.) ...ovivececeeeeeeeeeteeteee sttt sttt 380

Application: Spam

Where’s the Beef? Dissecting Spam’s Purported Harms ..........ccoccvvcevvevesinseene e 408
CAN-SPAM ACE OF 2003 ..ottt st st te e e e saeseesbesresneereeneas 426
16 CFR Part 316 (CAN-SPAM implementing requlations) ........c.ccccovvvienierneie e e see e 447

Application: Search Engines

1= [0 IRV A o T o | LS SS 454
Perfect 10 V. GOOGIE ....cviiieeiieeeie ettt sttt st et ne e sbe et neesbe e b 479
Playboy V. Netscape (9™ Cir. 2004) .......o.oveeeeeeeeeeeeeeeeeeeeeeseeeeeeeseseseeseess s eeee e s eesseese e 526

Application: Adware/Spyware

Spyware: Background and Policy Issues for Congress (Jan. 31, 2006 VErsion) ...........ccccceeunen. 550
1-800 Contacts v. WhenU (2d Cir. 2005) .....cccoovueiieriiieseesieeie et ssee e 561
Alaska SB 140, SEC. 3 (2005) ....cviiiiiierierieiesii sttt bbb 590
6. CONTACT INFORMATION.

Eric Goldman

Santa Clara University School of Law, Bergin 113
500 El Camino Real

Santa Clara, CA 95053

Phone: 408-551-3000 x6135

Email: egoldman@scu.edu

In all emails to me related to this course, please put the word “cyberlaw” in the subject line to
avoid unintentional deletion as spam.

More course-related materials, including an electronic copy of this syllabus, are available at
www.ericgoldman.org.


http://www.access.gpo.gov/nara/cfr/waisidx_03/16cfr312_03.html
http://www.ca1.uscourts.gov/pdf.opinions/02-2138-01A.pdf
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=487162
http://www.spamlaws.com/pdf/pl108-187.pdf
http://www.ftc.gov/os/2005/01/050112canspamfrn.pdf
http://www.eff.org/IP/blake_v_google/google_nevada_order.pdf
http://i.i.com.com/cnwk.1d/pdf/ne/2006/google-perfect10.pdf
http://www.ca9.uscourts.gov/ca9/newopinions.nsf/8DB030E8186C4EA388256E1A0082DB5E/$file/0056648.pdf?openelement
http://caselaw.findlaw.com/data2/circs/2nd/040026p.pdf
http://www.legis.state.ak.us/PDF/24/Bills/SB0140Z.PDF
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