b

MARQUEITE

UNIVERSITY
LAW SCHOOL

Cyberlaw (Law 434)
Eric Goldman
Fall 2005

1. SESSIONS. The course meets 10:30-11:45 am every Tuesday and Thursday from August
23 to December 1, except October 4 (Rosh Hashana), October 13 (Yom Kippur) and November
24 (Thanksgiving).

2. PREREQUISITES. The first year law school curriculum is a prerequisite. However, you
do not need the IP survey course or a technical background.

3. GRADING. The final exam will be 100% of the course grade. I strongly encourage you
to review prior exams to understand my exam style. You can find prior exams and sample
answers at my website (note that the law may have changed in the interim).

While the exam style should be similar to the past years’ styles, mechanically I may administer
this exam in one of the following 3 ways: (1) as an in-class exam scheduled for December 6 at
8:30 am; (2) as a take-home exam with a few hours to complete your answer, which would be
scheduled for December 6 at 8:30 am; or (3) as a take-home exam with several days to complete
your answer. [ will announce the format later in the semester.

4. READER. The course reader is the only required reading (except for any materials I
distribute during the semester).

5. TWEN. I have built a course page in TWEN which I use, among other things, to send
you emails related to the course. YOU MUST REGISTER FOR THE TWEN COURSE NO
LATER THAN AUGUST 26 AT 5:00 PM OR I MAY DROP YOU FROM THE COURSE.

6. OFFICE HOURS. I can schedule a time to speak with you at your convenience. Please
email me to make an appointment. I’m also happy to talk by email.

7. SCHEDULE AND READINGS.
Introduction: What is Cyberspace? Who Regulates It?

ACLU v. Reno (CDA I District Ct. Facts Only) .....ccccvveeiiieiiieeiiieeieeeeeeee e Page 4
NO0ah V. AOL (E.D. VA.) coiiiiiieeeeeeeee ettt et et s e e e earae e aree e 21

Optional: if you’re feeling uncomfortable with your technical knowledge, consider the Animated
Internet website (an animated depiction of various Internet operations).


http://www.ericgoldman.org/
http://www.ericgoldman.org/cyberlaw.html
http://www.pas.rochester.edu/~mbanks/CDA/decision/facts.html
http://eric_goldman.tripod.com/caselaw/noahvaol.htm
http://www.learnthenet.com/english/animate/animate.htm
http://www.learnthenet.com/english/animate/animate.htm

Foundation: Jurisdiction
Toys ‘R’ Us V. Step TWO (3A CiLL) woovvieiiieiieeieeeeee ettt ettt st eeeeas 33
Foundation: Contracts

Specht v. Netscape Communications (2d Cir.) ....ccceeeeiieriieriiienieniieieeeie et esee e sae e 47
Register.com v. Verio (2d Cir.) (except Trespass to Chattels Section) .......cccccecvvveevveercieeennnenn. 82

Foundation: Trespass/CFAA

I8 USC §L030 ..ttt ettt ettt ettt et e s st et e et e s st e beentesseenseenseeneenseenseeneenes 102
Intel v. Hamidi (Cal. SUP. CL.) ceviiiiiiiieeiieie ettt ettt ettt saeesaeseaeensee e 108
Register.com v. Verio (Trespass to Chattels Section) .........cccceeveieeriiiiiriiieeciee e 100

Foundation: Copyright

Copyright Office CIrCUIAr 1 .....ooocvieeiieeie ettt e e e e e e eaeeeaneas 153
Subtopic: File Sharing

L7 USC §506(2) ettt ettt ettt sttt ettt ettt sttt st s bt et et sbt et eatesbtenbeentesaeenaes 160
BMG V. GONZALEZ ...ttt ettt e b e st e bt e st e et e e saee e 161
MGM Studios V. GTOKSLEr (SUP. CL.) eiiiiieriiiiiieiie ettt ettt ettt et steesaeesaeeseesnaeesee e 164
Subtopic: Derivative Liability

17 USC §512 (Copyright Safe Harbors)........ccueeeuiieiiiiieciieeciie ettt 214
(070 0o) I N o 4 - 7//0 ) s E USRS 225

Foundation: Trademarks and Domain Names

15 USC §§1125 & 1129 (Infringement, Dilution and ACPA) ......ccoevieiiiiiiiniieieeeee 260
15 USC §1114 (Trademark Safe Harbors).........ccceecuieriiiiiiiieeiieciecieese et 267
Domain Name Dispute Resolution Policy and rules ...........cccoeviiiiiiiniiniiiiiiiiceeee 270
Trademark FAQS ...ooooiiiiiie ettt ettt e et e et e e s bt e e ebeeeeateeeeareeeeaneeeeaneas 289
Trademark HandOouUt ..........cocooiiiiiiiii ettt e 294
ACPA/UDRP HanAOUL .....ocueeiiiiiiiieiiieiesieeteee ettt sttt sttt et enee 295
Bosley Medical Institute v. Kremer (9th Cir.) .....coooiiiiiiiiiiiieiiee e 296
Promatek v. Equitrac (7™ Cir.) Original Order and ReViSion .............cooeeeeveeeereeeeeereeeseeeeenes 314
Lockheed Martin v. Network SOIUtions (9™ CiL.) .......ov.oeeeveeeeeeeeeeeeeeeeeeeseeeeeeeeseee e 324

Foundation: Pornography

Pornography HandOout ..........c.ooouiiiiiii et e 330
Reno v. ACLU (SUP. Ct. 1997) oottt ettt s st e e e 331
Ashcroft v. ACLU (Sup. Ct. 2004) ...ttt ettt et et ns 357


http://www.ca3.uscourts.gov/opinarch/013390.pdf
http://www.steptoe.com/publications/220a.pdf
http://www.ca2.uscourts.gov:81/isysnative/RDpcT3BpbnNcT1BOXDAwLTk1OTZfb3BuLnBkZg==/00-9596_opn.pdf
http://www4.law.cornell.edu/uscode/18/1030.html
http://news.findlaw.com/hdocs/docs/intel/intelhamidi63003opn.pdf
http://www.ca2.uscourts.gov:81/isysnative/RDpcT3BpbnNcT1BOXDAwLTk1OTZfb3BuLnBkZg==/00-9596_opn.pdf
http://www.copyright.gov/circs/circ01.pdf
http://www.copyright.gov/title17/92chap5.html
http://msl1.mit.edu/furdlog/docs/bmg_gonzalez.pdf
http://a257.g.akamaitech.net/7/257/2422/27jun20051200/www.supremecourtus.gov/opinions/04pdf/04-480.pdf
http://www4.law.cornell.edu/uscode/17/512.html
http://www.steptoe.com/publications/PI8718.pdf
http://www4.law.cornell.edu/uscode/15/1125.html
http://www4.law.cornell.edu/uscode/15/1129.html
http://www4.law.cornell.edu/uscode/15/1114.html
http://www.icann.org/udrp/udrp-policy-24oct99.htm
http://www.icann.org/udrp/udrp-rules-24oct99.htm
http://www.uspto.gov/web/offices/tac/tmfaq.htm
http://caselaw.lp.findlaw.com/data2/circs/9th/0455962p.pdf
http://www.ca7.uscourts.gov/tmp/L30S9K8T.pdf
http://www.ca7.uscourts.gov/tmp/L30SCH4G.pdf
http://laws.lp.findlaw.com/9th/9756734.html
http://caselaw.findlaw.com/scripts/getcase.pl?court=US&vol=000&invol=96-511
http://a257.g.akamaitech.net/7/257/2422/29june20041115/www.supremecourtus.gov/opinions/03pdf/03-218.pdf

Foundation: Defamation and Information Torts

47 USC §230 (Safe Harbor for Interactive COmMpULer SEIVICES) ...cveeruverrieerieeriienieeiresveeneenns 389
Zeran V. AMerica ONINE (4™ CII.) cooeeeeeeeeeeeeeeeeeeeee e e e seeeeee s e saeeens 392

Foundation: Privacy

16 CFR Part 312 (Regulations Implementing COPPA) .......cc.oovviieeiiieeieeeieeeee e 402
In r€. Pharmatrak (1% CIL.) ooveveeeeeeeeeeeeeeee ettt ettt ettt ettt ettt ee e ee e 410

Application: Spam

Where’s the Beef? Dissecting Spam’s Purported Harms ..........ccocccveviirviienieeiiieniesieeieeee 438
CAN-SPAM ACt OF 2003 ..ottt ettt ettt et ettt et e saeeteeneesseesbeentesseenseensesseenseas 453
16 CFR Part 316 (CAN-SPAM implementing regulations) ..........cccoeeeeeveerieeniieniieenieeiieeneenns 474
Federal Trade Commission v. Phoenix Avatar (July 30, 2004 ruling) .......ccccoceevvveeenveeenneenne. 481

Application: Search Engines

Ticketmaster v. Tickets.com (March 2003 Ruling) ........cccccoovieiiiieniiieiieeee e 506
Playboy v. NetScape (9™ Cir. 2004) ........oveeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeseeseeeesseseees s see s e eeeeees 513

Application: Adware/Spyware

Spyware: Background and Policy Issues for Congress (May 16, 2005 version) ...................... 536
1-800 Contacts v. WhenU (2d Cir. 2005) ...cocuvieeiiieeiieeeieeeee et e e e 548
Utah Spyware Control Act (2005 amended VErsion) ........c..ccceeeereenienieneenenieneeneeieeeeneeenne 577
Will the Adware Industry Beat SPItZEr? .......cccueeviiiiieeiiieiieeieete ettt 587
8. CONTACT INFORMATION.

Eric Goldman

Marquette University Law School, Room 109E
1103 W. Wisconsin Avenue

Milwaukee, WI 53233

Phone: 414-288-5232

Fax: 414-288-6403

Email: eric.goldman@marquette.edu

In all emails to me related to this course, please put the words “cyberlaw” in the subject line so
that I can keep my courses straight (and avoid unintentional deletion as spam).

More course-related materials, including an electronic copy of this syllabus, are available at
www.ericgoldman.org.


http://www4.law.cornell.edu/uscode/47/230.html
http://laws.lp.findlaw.com/4th/971523P.html
http://www.access.gpo.gov/nara/cfr/waisidx_03/16cfr312_03.html
http://www.ca1.uscourts.gov/pdf.opinions/02-2138-01A.pdf
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=487162
http://www.spamlaws.com/pdf/pl108-187.pdf
http://www.ftc.gov/os/2005/01/050112canspamfrn.pdf
http://www.ftc.gov/os/caselist/0423084/040730memo0423084.pdf
http://eric_goldman.tripod.com/caselaw/ticketmastermarch72003.htm
http://www.ca9.uscourts.gov/ca9/newopinions.nsf/8DB030E8186C4EA388256E1A0082DB5E/$file/0056648.pdf?openelement
http://www.usembassy.it/pdf/other/RL32706.pdf
http://caselaw.findlaw.com/data2/circs/2nd/040026p.pdf
http://www.le.state.ut.us/~2005/bills/hbillenr/hb0104.pdf
http://news.com.com/2102-1071_3-5808481.html?tag=st.util.print
mailto:eric.goldman@marquette.edu
http://www.ericgoldman.org/
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